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ABSTRACT 

When we speak about social robotics—robots 
created to closely interact with humans, and in our 
case with the weakest and most defenceless part of our 
population, such as children, the elderly, and people 
recovering from serious injuries or illnesses—we, and 
in particular lawyers, are already quite used to raising 
a familiar set of questions: What about privacy? What 
about machines learning too much about us? What 
about sensitive data? Who holds this data? Who is 
managing it? Where does it go? Who uses it? What 
for? All these questions suggest that our privacy is 
under threat and that social robotics are putting it in 
great danger. 

In this presentation I will argue that, while a 
serious privacy threat does exist and needs to be taken 
seriously, there are ways of looking at the problem that 
make it tractable. More to the point, I suggest that we 
imagine three different scenarios outlining what might 
happen depending on how the issue of privacy is 
tackled. The three scenarios I envision are as follows: 

 
1) We (final users) permit robots (and the software 

houses behind them) to collect our data without 
any control on our side (Scenario 1: Permissive). 

2) We clearly indicate which data can be collected 
and require robots to make these data anonymous 
(very much in line with the spirit of the current 
legislation on privacy in European Union) as 
soon as robots collect it (Scenario 2: Most 
Likely). 

3) We prohibit social robots (and the software 
houses behind them) from collecting any kind of 
data (Scenario 3: Restrictive). 

 
My overall argument is that in any of those three 

scenarios the problem of privacy can be solved. 
 
In the case of the first scenario—Scenario 1: 

Permissive—we would literally give up on possession 
of our data, such that whatever robots (and the 
software houses behind them) decide to do with that 
data, that will be okay for us. To apply this scenario 
(prefiguring a sort of legal laissez-faire and anarchy in 
privacy law) we need to be sure that our data will not 
be used against us so as to for instance influence our 
behaviour. The software houses that build social 
robots should therefore be interested in making the 
whole process of data processing and use as 
transparent and legal as possible: The more software 
houses are transparent as concerns this matter, the 

more we as users will be willing to give our data to 
them. More data we give them, more data software 
houses have to work on and better social robots can 
offer thus gaining a bigger market share. Thus the 
software houses should be incentivized to collect and 
use our data in a transparent way. The threat to privacy 
is thus gone because we know how our data is used 
and we agree on that usage. 

 
If we opt for the second scenario—Scenario 2: 

Most Likely—we would have to follow the spirit of 
the current data protection and privacy laws and 
explicitly state what data we allow to be collected, and 
what we prefer to keep to ourselves (this is what 
informed consent is for). Here, too, in order for that to 
happen, software houses would have to clearly explain 
what purposes the data is collected for (e.g., for 
research or to improve services) and how it is 
collected, in such a way that we could choose the 
purposes for which we agree to give our data and the 
purposes for which we do not give it. In this scenario 
we have control over our data: we decide whether the 
purposes of collection justifies the price of giving up 
the data. In this scenario the threat to privacy is 
relative because we decide the destiny of our data. 

 
In the third scenario—Scenario 3: Restrictive—we 

would prohibit all data collection of any kind and 
require software houses to program robots in such a 
way that they would not even be able to collect data. 
This is quite an unlikely scenario, and yet it would not 
be impossible: Social robots in hospitals, universities, 
and schools would not gather any data which would 
also mean that their functionalities would be reduced 
and would not perform a enormous amount of tasks. 
Here again the problem of privacy would be solved in 
advance by design: Social machines would be just 
another set of tools, like VHS or radio. Of course in 
this case further questions would ensue, but as we are 
here concerned with the threat to privacy, and in this 
scenario this kind of threat is null, we should not take 
them into account.  

 
What the conclusion can we draw? Reasoning from 

the three scenarios just briefly outlined, I will be 
arguing that the issue of privacy and data protection—
and in particular our concerns about its collection and 
use by way of new technological advancements—is 
way too dramatized and does not reflect reality. We 
just have to choose the scenario we consider to be the 
best. 


