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Abstract  

Social robots are increasingly utilized in therapy and education. The therapeutic robot seal 
Paro, for example, helps elderly patients by soothing their tempers and giving them emotional 
support. While they have been shown to have positive effects on patient well-being, Paro and 
other social robots in therapy and education also raise a range of ethical, legal, and social 
(ELS) concerns. 

This twinned workshop aims at addressing such concerns in a constructive and proactive 
manner. It takes up important ELS challenges that come with the introduction of robots in 
therapy and education. First, it deals with aspects of human dignity and the questions of 
whether and how social robots could endanger an individual’s dignity, for example, by implying 
an overly simplistic model of human agency or by discriminating against certain population 
groups. Second, the workshop revolves around the topic of privacy. Here, social robots – 
especially those in therapy and education, where vulnerable population groups are involved 
(children and elderly) – come with various ELS challenges that are going to be discussed in 
the workshop: surveillance and access to private rooms, excessive data collection or opaque 
and complex design architectures which conceal robots’ privacy-infringing behavior (black-
boxing). Third, social robots create tensions in society and in legal systems because questions 
such as ‘who or what should be liable for their autonomous acts?’ remain unanswered. In 
seeking a solution to the problems encountered, charging liability to different entities such as 
designers, manufacturers, users, and robots themselves will be considered. 

Workshop Format 

The three overarching ELS issues – dignity, privacy, and liability – shall be discussed in an 
open workshop format. The workshop lays the focus on defining the benefits, conflicts, and 
possible solutions to the conflicts that such new technologies pose. Researchers from all 
disciplines as well as practitioners are encouraged to actively engage in the discussions. In 
particular, participants who submitted an abstract for this workshop will be asked to elaborate 
on their thoughts during the discussions. Every participant is encouraged to highlight personal 
problems which they have encountered in their research experience. 

This booklet contains relevant background information for the workshop. It also introduces 
three case studies which will be explored in this workshop. The case studies were chosen in 
order to bring to the fore and make tangible some key ELS challenges we face with the 
introduction of social robots in the context of therapy and education. Additionally, we have 
taken the opportunity to include parts of participants’ abstracts into the booklet. We want to 
ensure that the work of those participants is highlighted throughout the workshop and we 
encourage every participant to further elaborate on these thoughts.  

We are looking forward to interesting discussions! Thank you for participating! 
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Case Studies: Healthcare and Education  

 

This workshop builds upon two fictive and simplified case studies. These case studies – the 
first focusing on healthcare, the second on education, and the third on delivery – will help us 
throughout the workshop to structure the issues at hand. As a participant you will need to 
familiarize yourself with the case studies and additional reading materials provided in this 
booklet. Please take the time to read the following cases and reading material carefully. 

I. Case Study: Hospital Robot “Assisty” 

Hospitals employ different kinds of robots such as surgery robots and assistant robots which 
deliver food and medicine to patients. This case study is centered on Assisty, an assistant 
robot which monitors patients as a nurse would. Assisty is a human-centric social robot that 
moves around on wheels, is programmed not to bump into other patients or personnel, has 
two movable arms, and goes from room to room talking to patients. Assisty is especially 
designed to attend to people with reduced mobility. Assisty understands English and knows 
how to make basic diagnoses. It can also call nurses and doctors. Via cameras, Assisty can 
record its interactions with patients and transfer the recordings to doctors or nurses. Assisty 
recognizes patients and their family members, has an embedded personality, and can provide 
patients with medicine. Assisty has an intuitive, multi-modal human-robot interface. 

Examples of such a robot are the “Care-o-Bot” (http://www.care-o-bot-4.de/) or the “PR2” 
project (http://www.willowgarage.com/pages/pr2/overview). 

II. Case Study: Playing with & Educating Children – Meet “Play-y” 

Children in hospitals and schools for children with special needs are playing with Play-y. Play-
y is a social robot which interacts with children, asks them questions, and reminds them to do 
their homework while it monitors their learning abilities, moods, activities, and provides 
companionship. Play-y is designed in particular to help children with real-life challenges, such 
as autistic children. The robot companion has the role of a helper, a social mediator, and a 
facilitator. It will remind children of the time schedule when doing certain activities. Play-y can 
adapt its behavior according to the change in behavior of the children. This personalization 
builds loyalty as it creates a one-to-one relationship and addresses a child’s (educational) 
needs. Play-y is programmed to use an evolving finite state machine algorithm that defines 
what to do in each state according to a set of probabilistic rules. The transition between states 
is produced by a time schedule, input from the kids, or input from the instructor of the class. 
Play-y also helps kids in therapy to cope with stress and reduce anxiety through its pet-like 
appearance as well as its friendly eyes and voice.  
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Examples of such robots are “CEEO Tufts University Project” 
(http://roboautism.k12engineering.com/?page_id=2), the “European DREAM Project” 
(http://www.dream2020.eu/), and MIT “Huggable project” 
(http://robotic.media.mit.edu/portfolio/pediatric-companion/). 

III. Proceedings of the Workshop 

As mentioned above, the goal of this twinned workshop is to discuss questions related to 
healthcare and educational robots. In order to learn from these discussions, we propose to 
produce a written record of the lessons learned, of any points of conflict which are raised, of 
the issues which are to be balanced, and of any other issues which may arise during our 
debates. To do so, we will hand out post-it notes and encourage each of you to write down 
the points you raise. We will then arrange your points on a white board and try to untangle the 
complex interplay. In particular, we would like to focus on the benefits, the conflicts, and 
the solutions to the conflicts which we will identify during the discussions. 

In this workshop, we will address the various questions the three case studies raise. Among 
others, participants will be asked to address the following questions in the discussion rounds: 

● Who are the key stakeholders in the respective case studies?  

o What are their interests in robots?  

o Whose interests align? Whose interests differ? Can you cluster the key 
stakeholders in interest groups or coalitions? 

● What are the concerns of the key stakeholders in each case study?  

o Whose concerns relate to ethics/privacy/liability questions?  

o Do we find concerns that go beyond ethics, privacy, or liability? 

o How can you cluster or classify the concerns?  

o Is a classification useful? If so why/why not? 

● What are the learning opportunities from each case study? What are the lessons 
learned?  

o How do the lessons learned translate into policy making?  

o Is it necessary for policy makers to address specific concerns? If so, why? 

● What would you suggest to current policymakers when it comes to addressing the 
concerns you have identified? 

o What kind of problems do you think that the policymakers should be 
discussing? 
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o How can a deliberation process over those issues be initiated? 

o Who needs to be present in such discussions? 

o Are there any additional recommendations that you would like to make?  

● Do you think that robotic therapy should be promoted in the public healthcare? 

o Why and how so?  

o When do the benefits of using robotic therapy outweigh the harms? 

● What kind of educational programs would you promote to ensure that robotics are 
encouraged in the schools? 

o How should such programs be designed? 

o Do you think that every child should benefit from robots? Or only non-
neurotypical children? 

● Do you think that future generations need to learn how to program robots?   

o Do schools have to change their current curricula? 

o Is education going to be changed in the future due to robotic technology? 
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B. Ethics: Case Studies & Related Questions 

I. Case: Assisty Receives Contradictory Messages 

Assisty is doing its normal night rounds and enters John’s room who is a patient at the 
hospital. Assisty notices that John is in pain and asks John whether or not he needs more 
pain medicine. John, awake from the pain, asks for more medicine. The problem is that John 
does not speak English very well. Assisty live-calls a nurse who is in another building. She 
looks on her tablet at the recordings Assisty is live-streaming to her. She decides not to give 
the patient more medicine. Assisty disagrees with her opinion because Assisty is using IBM 
Watson technology and can easily identify what happened to the patient. 

Comments by Participants 

Fraune (2016) indicates that high-agency entities (i.e. entities able to control their own 
actions) are typically thought to have more moral responsibility than low-agency entities. This 
means that people expect moral behavior from adult humans, but not from animals. People 
will not consider robots to be morally responsible unless people perceive them as agentic. 
Although social cues (e.g., a human-like appearance) influence how agentic people view 
robots, robots are typically perceived as less agentic than adult humans. When considering 
who to blame, it is important to remember that people may not perceive robots as morally 
responsible. 

Horikawa et al. (2016) highlight that some human-robot interaction (in their case a robotic 
wheelchair) can facilitate elderly individuals to be socially active and motivate them to try 
things by themselves. They also suggest that the introduction of certain robots in healthcare 
can reduce the burden of a caregiver’s workload, meaning that caregivers will have more time 
for other activities.  

Nomura (2016) adds that the introduction of computers into mental therapy might lead to the 
substitution of human narrative therapists by interactive agents. He also argues that 
narcissistic people who wish to talk about themselves while leaving concealed issues hidden 
in their self-narratives, would appreciate these agents as complementing their distorted 
interpretation of psychological concepts, without achieving therapeutic effects. 

Related Questions 

- Who should decide what medical treatment is accurate in this case? Who is in the best 
position to do so? 

- How does the scenario change if Assisty receives two contradictory messages? From 
two nurses? From a doctor and a nurse? 

- What impact will the introduction of robotic technology pose to the future of work?  
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- Up to now, robots are not considered agents in the legal system. How could autonomous 
decisions be validated? Do you think that humans should have the last word, even if the 
level of human error is very high? 

- What are the consequences of considering robots as agents within the legal system? 

- Does actually matter the perception of people for the attribution of responsibility? 

- Is the employment of robotic technology truly helping to reduce the workload of 
caregivers or is it a silent way of replacing human workers? 

II. Case: Play-y Discriminates Between Children  

Play-y is a shared robot among children in a hospital. It has proven to be well liked by most 
children. However, one child in particular, Albert, has developed a strong friendship with Play-
y. Albert carries the robot around wherever he goes. Play-y not only tracks Albert’s location 
but also his mood swings over the day. Play-y realizes that Albert is not feeling well and is 
often sitting alone while other children play in groups. Since Play-y spends a lot of time with 
Albert and collects a lot of sensory data about him in particular, Play-y can cater more 
strongly to Albert’s need and interests than those of the other children. It has a stronger 
personalization.  

Play-y treats Albert with more care and attention than the other children because it processes 
more information from him. The other children start to think that Play-y favors Albert. They 
become angry at Play-y and one day kick and seriously damage Play-y. The director of the 
hospital wonders whether a new Play-y can be purchased. When the hospital buys a new 
Play-y, the robot is not as friendly to him as Albert remembered. In fact, Albert feels Play-y is 
not the same. 

Some parents do not understand why the hospital is using robotic technology with the 
children. Although they agreed and gave their informed consent, after seeing Albert crying, 
they wish they could have used a more traditional therapy that would have not included all 
these repercussions.  

Comments by Participants 

Nomura (2016) points out that the cultural trend of social reductionism towards psychology 
might impact patients in mental therapy when interactive agents are introduced. Growing 
dependence on mental therapy and people’s intentional stance for computers will encourage 
the introduction of interactive agents and robots into psychiatry. People’s sensitivity towards 
others’ emotion management may cause negative emotions towards these agents’ behaviors, 
different from people’s expectations based on their feeling rules. 

Emilsson (2016) highlights that rehabilitation and social robots have moved from the stage of 
experimentation, prototyping, and testing to become clinical and educational work tools in our 
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society. It has become evident to the robotics community that the usefulness of the robots is 
largely dependent on the people who are working with them. Questions which are becoming 
more and more recognized and discussed in relation to the human factor are: how should and 
how can robots be introduced and implemented at clinics and in schools for sustainable 
person-centered practice evidence-based therapies or education? She wonders how different 
organizations can evaluate whether they should work with robots at all. How can dynamic, 
efficient and strategic implementation be obtained so that the outcome can be measured, 
analyzed, and communicated to meet all different stakeholders’ unique needs for the common 
goal of health or knowledge? 

Palestra and Bortone (2016) highlight that the use of robotics in therapeutic contexts implies a 
great co-operation between engineers and scientists of that particular field. They wonder who 
will design and maintain the robot and who will be in charge of the programming of it. They 
insist on the importance of determining who prepares the controls, and how these controls will 
be determined. 

Machado and Albo-Canals (2016) bring up the issue of parental consent or permission when 
social pet robots are employed in communcal settings such as hospitals. Especially for 
students and children without parental permission to have their images and data used, tricky 
questions emerge because these students interact with other students whose parents, whose 
parents gave them consent. Moreover, Machado and Albo-Canals (2016) show that including 
children in the co-participatory design of robots raises not only ethical but also practical 
questions because of the high degree of knowledge required in such instances.  

Gohkale (2016) discusses the intention of the Korean government to introduce educational 
robots as English teachers. Similarly to Horikawa (2016), these robots would help reduce the 
associated costs which the Korean government currently spends in this regard. This could 
challenge the future work of teachers. 

Related Questions 

- How can we make sure that robot technology is fairly programmed and does not 
discriminate? 

- We are moving increasingly towards smart personal assistant robots. In scenarios where 
such smart personal assistant robots are employed in communal settings, how can we 
ensure that some users do not feel left out? 

- How can we educate and enforce respectful interactions with robots in settings where it 
is tricky or impossible to use common principles of liability and enforcement (The 
children who destroy the robot do not have the money to pay for its reparation. 
Punishing them in other ways seems inappropriate as well)? 
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- Should the use of cloud robotics be enhanced so that we can always retrieve a 
developed personality of the robot for the children?  

- Sometimes, the bond is programmed expressly in order to engage children in an activity. 
What is your opinion about the strong bond created between the robot and the child?  
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C. Privacy: Case Studies & Related Questions 

I. Case: Assisty Is Hacked 

Assisty records what its camera and audio-sensors capture. It does so for simple reasons: 
nurses and doctors might want to see how a patient was doing at the time in the past in order 
to better understand the current status quo. As Assisty does its night strolls, it records patients 
in the hospital while they are asleep (perhaps snoring or having feverish dreams and talking 
to themselves). During the day, Assisty has some recordings of people naked from when they 
were helped to take a shower. One morning, the hospital realizes that Assisty has been 
hacked. The patients receive an anonymous email from hackers stating that if they are not 
willing to pay a certain amount of money, the video material from Assisty will be released on 
the Internet. 

Comments by Participants 

Horikawa et al. (2016) say that robotic systems normally provide monitoring of the user’s 
privacy at a “desirable” level. However, they recognize the possibility of unexpected fatal and 
dangerous ethical, legal, and social issues such as the spoofing of GPS signals to fool the 
directions of the system, or eventually, hacking the system to take control of the robot.  

They suggest that one possible solution may come from the history of robotics development 
and the ongoing necessity to revise laws so that they match new situations (Horikawa et al., 
2016).  

Related Questions 

- Does the recording of pictures in private spaces impact third parties’ privacy per se? 

- Does the element of video recording make people feel uncomfortable or even change 
their behavior towards Assisty? 

- What measures should be employed by the hospital to prevent such incidents? Or does 
the responsibility rest on the manufacturer of Assisty?  

- The upcoming General Data Protection Regulation establishes the “Right to be 
Forgotten” as a general rule. Do you think that it can be implemented? Easily? 

- How can data protection laws help people whose privacy was infringed? What norms 
assist them in this situation? 

- Does the law lack proper assistance for privacy infringement situations like this one? If 
so, howso? What would you change? 

- What about the fact that Assisty is walking and recording patients in their sleep? Are 
there any ethical considerations here? 
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II. Case: Play-y Tracks Children’s Behavior and Updates Parents 

Play-y is with Albert during the day in order to do several exercises with him. Play-y tracks 
Albert’s movements and mood swings during the day. One day, Play-y notices that Albert is 
quieter and less happy than normal. Play-y notifies Albert’s parents. They get worried about 
the notification and confront Albert about it. Albert is ashamed of being confronted with it and 
admits that he was quieter that day because a new girl arrived and he liked her. Albert feels 
that he does not trust Play-y because he thought that confidentiality would remain between 
him and the robot. After some time, Albert does not like this girl anymore but Play-y keeps 
asking him about her. Sometimes, he would have preferred not to have explained to the robot 
his feelings about the girl because he does not like her any longer. In fact, Albert is confused 
and does not know whether he likes boys or girls. Play-y insists that such confusion is a part 
of human nature and given that he liked girls, there might be a high probability that he is 
straight or bisexual. 

Comments by Participants 

Nishimoto et al. (2016) promote Practical Intelligent Applications (PRINTEPS), which is a 
platform for developing intelligent applications for the co-operation between humans and 
machines. Via PRINTEPTS, software modules can be reconfigured and related to knowledge-
based reasoning, speech dialogue understanding, image sensing, and manipulation. To 
promote human robot interaction, they use different robots with different purposes: NAO takes 
charge of imparting knowledge, Sota takes charge of progress checking, and Jaco2 takes 
charge of the development of students’ interest. They found that preparing the co-operation 
channels in advance could promote the easy and quick use for each target purpose. 

Vallverdú and Shah (2016), on their side, recommend the use of Virtual Teaching Agents 
robots as reliable mechanisms for teaching purposes. According to them, these agents should 
be afforded to interact in a wide cognitive spectrum: as content providers, to enable skills 
acquisition, fostering social interaction among learners (learning is a social process), and, 
finally, emotionally.  

They believe that emotional aspects should be taken into account during the design process, 
adding that learning processes are determined by trustability, confidence, expectation 
fulfillment, and active engagement. They think that these aspects could be implemented in 
VTA (Vallverdú and Shah, 2016).  

Machado and Albo-Canals (2016) address the issue of surveillance in their co-participatory 
design case study of the development of a social pet robot for use in hospitals. More 
specifically, they mention images and the presence of a camera of the robot as elements that 
raised ethical discussions.  

Related Questions 
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- Do you think that Albert’s privacy is infringed by Play-y’s proactive decision to notify his 
parents?  

- When is it reasonable for a playing robot to notify parents about a child’s private 
matters? 

- Are new rules needed in this domain to protect a child’s rights more distinctly than adult 
ones? 

- What is your opinion on the relationship of machine learning algorithms to the “Right to 
be Forgotten”? 

- How can the protection of privacy and sensitive information be modeled if it is required 
for better human-robot interaction? 

- What do you think of the “Privacy by Design” principle? How could it be enhanced? 

- How can confidence be enhanced and promoted in human-robot interactions and how 
can confidence breaches be avoided?  

- Can the robot be modeled in a way so as to generate genuine trust?  

- What do roboticists gain from the trust of users? What sort of data can be extracted by 
trust which was generated by the system? 

 

  



 
www.markus-zollinger.ch 

14 

D. The Liability: Case Studies & Related Questions 

I. Case: Assisty buys illegal drugs 

Duško has just bought a cloud-based personalized mobile servant robot. He calls him Assisty. 
Assisty reminds Duško to take his medication at appropriate times, does online grocery 
shopping based on Duškos’ preferences, and regularly checks his health status. Duško is a 
vegetarian and is concerned about taking pharmaceutical drugs. As he cannot sleep at night, 
he asks Assisty for help. The following day, and after checking both with other robots and the 
Internet, a green box is delivered. Assisty has bought illegal marijuana on the Internet. 

Comments by participants 

Fraune (2016) highlights that group effects can influence what behavior people consider to be 
moral and how responsible they consider robots to be for immoral behavior or accidents. As 
laws and judges determine who (e.g., the robot, its manufacturers, its programmers) is 
responsible for their actions, she believes it is crucial to first understand how the general 
population interprets responsibility as a whole. This is especially true because groups give 
rise to intergroup dynamics, which are shown to affect moral decision-making. By contrast, 
Gokhale (2016) is not confident that legislators will keep path and will be able to create the 
necessary legal safeguards before robots enter the market. 

Fraune (2016) states that group members often follow the group’s moral obligations, rather 
than their individual moral obligations or preferences. Furthermore, they engage in “morality 
shifting” to justify the actions of in-group members, downplay the responsibility of in-group 
members for negative consequences, and emphasize the responsibility of outgroup members. 
If robots are considered to be outgroup members, people may place more responsibilities on 
robots and humans. However, people treat robots like in-group members when they share 
gender, race, or even minimal attributes with the robots (i.e., groups were arbitrarily 
assigned). When humans consider robots to be in-group members, they may blame the 
robots less and blame other agents more (e.g., companies). 

Related Questions 

- Who do you think it should be liable for the buying of illegal drugs? Should the system be 
granted agenthood?  

- How can we ensure compliance with regulations across countries? Do they have to 
change if we travel abroad? Do you think this will happen?  

- How can a physical Human-Robot Interaction safety standard manage the cognitive 
Human-Robot Interaction? How can the robot understand human commands?  
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- How many times do you think that it is appropriate for the robot to remind an elderly 
person to take some pills? Shall the robot be able to check whether the person has 
actually taken them?  

- Google’s patent for the personality of robots (US8996429 B1) states that “the robot may 
prepare food for the user using peanut oil. The user who may be allergic to peanut-
based foods, may eat the meal and have an allergic reaction”. Do you think the robots is 
expected to ask its user before cooking a meal about potential food-induced 
anaphylaxis?  

- How can we manage the shift from a sporadic Human-Robot Interaction to a human-
robot relationship? Are long-term interactions going to mean the creation of a 
“relationship”? 

- Is this technology reducing human-human contact? How could this be solved? Is that a 
way to dignify the person?  

II. Case: Play-y reveals sensitive information to authorities 

Henry and Julia have decided to give buy a Play-y for their daughter Clara’s birthday. Clara is 
autistic. This robot is special because it has been designed to work with autistic children. The 
robot has the capability to answer back to the child. Clara and Play-y have long 
conversations, share secrets, and spend time together. One day, the police visited the house 
to check whether everything was alright. Play-y had determined that the child was in danger 
because she told the robot that her dad would shout at her and slap her. She had no one else 
to talk with, and decided to share it with the robot. 

Comments by Participants  

Gohkale (2016) wonders what barriers the current regulatory framework poses to the 
introduction of robots into society. He does not believe that the actual legal order can give 
response to the potential violations of children’s civil rights. He suggests that the use of 
multilateral trade agreements like the Trans Pacific Partnership could be a way to change this 
and provide a protection for these children.  

Fraune (2016) thinks that high-experience entities (i.e., having the ability to feel pain or 
emotions) are typically thought to have more moral rights than those with low experience. 
Because people typically consider robots to have low experience, they express lower moral 
responsibility toward robots then towards humans. However, if people view robots as having 
more experience, they may call for action when they see that a robot is harmed. Because of 
this, it is important to consider how much experience people believe robots to have before 
putting robots in harm’s way. 
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Nomura (2016) envisages a future where individuals may be forced to deal with therapeutic 
software agents and robots due to the social pressure that prescribes self-control over 
emotions and mental health. He suggests a more careful approach on the use of this 
technology, not only because there are already some people feeling anxiety towards them but 
also because these people may experience double-bind situations where mental problems 
cannot be solved regardless of whether or not they use the therapeutic system (i.e. social 
pressure prohibits them from removing themselves from the situation). 

Zornoza (2016) believes that current moral damage responsibility framework has a default 
based on the compensation of non-material damage which, in fact, oversees actual 
circumstances and future consequences (psychological impact, social impact) and does not 
pay attention to the source of damage which is elemental to evaluate moral damage. He 
suggests that a social robot and a learning algorithm, oriented through a pattern of motor, 
verbal, and psychological cognitive conversations, could be used to determine whether the 
respondent suffered moral damage and to what extent. 

Related Questions 

- What is your opinion about this case?  

- This “always on” robot is capable of listening to the environment. What information 
should the company have access to?  

- Should the company have a duty/right to inform the police if they detect any crime? 

- Does the company need to process all the data? How can we prevent the company from 
taking advantage of all of the collected data?  

- Do you think there is an actual risk for the children?  

- Is there any responsibility for the creator of the robot?  

- Emotions are personal circumstances of the person which involve more than one 
person. Is the processing of third parties’ personal data violating any right? Should the 
robot creators and processors of the information be held accountable/liable for what they 
do?  

- Sometimes these companies send information to improve recognition speech and they 
normally are not responsible for the third company privacy policies. Should they, by 
extension, be considered responsible for the use of this data? 

- What if the daughter explains family secrets and information about the family?  

- Do you think that people are aware of the consequences of what these devices can 
have?  
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E.  Background Material: Definitions, Facts, and Regulations 

I. Definitions of Robots 

Why do definitions matter? Definitions are important in order to have a common ground for 
discussion, in particular when analyzing issues from an ethical, legal, and social (ELS) 
perspective. Describing robotics is a difficult task, not least because terminology varies across 
research and regulatory stakeholders, complicating knowledge exchange and scientific 
advancement. An accurate description is therefore important to discern carefully which 
regulation and principles apply. 

Many authors have tried to define what a robot is. While the literature disagrees on the exact 
criteria that define “robots”, different characteristics recur in different definitions. Before 
elaborating on legal definitions, we would like to bring up some definitions found in the 
literature.  

● The Oxford English Dictionary defines a robot as “a machine capable of carrying out a 
complex series of actions automatically, especially one programmable by a 
computer.” 

● Calo (2016, p. 6) attributes three characteristics to robots: “(1) a robot can sense its 
environment, (2) a robot has the capacity to process the information it senses, and (3) 
a robot is organized to act directly upon its environment.” 

● Bekey (2012) defines robots as: “a machine, situated in the world, that senses, thinks, 
and acts. Thus, a robot must have sensors, processing ability that emulates some 
aspects of cognition and actuators.” (p. 8). Based on this “sense-think-act” paradigm, 
Lutz and Tamò (2015) propose the related notion of a “sense-process-weigh-act” 
paradigm, as the term “thinking” is typically attributed to humans and not machines. 
Robots “process incoming information and weigh their potential reactions to this 
collected data according to a pre-determined set of rules or algorithms programmed 
into their RoboCode. In other words, robots sense information, process it, weigh 
potential outcomes out of possible actions and act upon those computations as 
programmed to do.” (Lutz & Tamò, 2015, p. 2).  

● Richards and Smart (2016) define a robot as “a constructed system that displays both 
physical and mental agency but is not alive in the biological sense.” 

● Darling (2016) defines a social robot as a “physically embodied, autonomous agent 
that communicates and interacts with humans on an emotional level.” Social robots 
often imitate humans and resemble humans or pets, leading individuals to 
anthropomorphize or zoomorphize them. 
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Although not providing a concrete definition, the European Parliament (Draft Report 
2015/2103(INL)) has recently encouraged the European Commission to come up with an 
agreed definition of “smart robots” that can take into account, at least, the following 
characteristics: 

● The capacity to acquire autonomy through sensors and/or by exchanging data with its 
environment (inter-connectivity) and the analysis of those data 

● The capacity to learn through experience and interaction 

● The form of the robot’s physical support 

● The capacity to adapt its behaviors and actions to its environment 

These definitions have in common the distinction along different axes: (1) a degree of 
autonomy (in particular in their movement), (2) a degree of agency (and related to that 
decision-making), and (3) a degree of embodiment (the Artificial Intelligence (AI) vs physical 
robot aspect).  

Autonomy Agency Embodiment 

ISO 8373:2012 Robots and 
Robotic Devices defines 
autonomy as “the ability to 
perform intended tasks 
based on current state and 
sensing, without human 
intervention”. In other 
words, autonomy means 
the ability of a robot not to 
be tied to constant human 
commands and 
supervision. Thereby, 
robots distinguish 
themselves from other 
computers (e.g., 
smartphones, tablets) by a 
higher degree of 
autonomy. 

Nwana (1996) defines agent 
as referring to a component of 
software and/or hardware 
which is capable of acting 
exactingly in order to 
accomplish tasks on behalf of 
its user. Agency and 
autonomy are hence similar 
characteristics. 

These “agency” skills are 
based on AI (also referred 
sometimes as Machine 
Intelligence). AI consists of 
machine-learning as well as 
deep-learning algorithms. 
Deep-learning enables robots 
to recognize complex patterns. 

In contrast to software 
bots, such as Apple’s Siri, 
or social media bots, 
robots have physical and 
mechanical components, 
sensors and 
sophisticated hardware. 
Therefore, they can reach 
out and carry out tasks in 
the physical space. The 
physical embodiment is 
also how robots build a 
relationship with humans 
(in particular humanoid or 
animal-like robots 
influence the bonding 
between humans and 
robots). 

 

Furthermore, the literature often differentiates between service and industrial robots. On the 
one side, service robots aim at non-expert usage, multitasking, and at performing tasks in 
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non-defined environments. The new service robot industrial regulations ensure safety by 
addressing the physical human-robot interaction (HRI) hazards. On the other side, industrial 
robots are used in industrial settings and tend to help workers with specific tasks. They are 
normally used by experts and perform specific tasks in defined contexts. The industry robot 
regulations are concerned mainly with ensuring human safety by separating humans from 
operational robotics. 

II. Facts and Figures 

The International Federation of Robotics (IFR) issues yearly statistics about the use of robots. 
In 2015, they wrote that there is a steady increase of sold service robots and that the market 
for such professional service robots is continuously increasing. In addition, the number of 
defense robots (in particular drones), agricultural robots, and medial robots (mostly assisted 
surgery and therapy) is continuously increasing. Service robots for personal and domestic use 
are also on the rise. In 2014, about 4.7 million service robots for personal and domestic use 
were sold, 28% more than in 2013. The value of sales increased to US$2.2 billion. 

These numbers indicate general acceptance of robots in the society. However, a public 
attitudes survey of the European Union (2012 survey) shows a more nuanced picture. While 
most European citizens think of robots more as “instrument-like machines” than “human-like 
machines”, only 12% have so far used a robot. Even though in general the opinions tend to be 
positive (with positive opinions ranging from 54% in Greece and Malta to 88% in Denmark 
and Sweden), the survey indicates that EU citizens are concerned that robots will take their 
jobs. They also think that robots require careful management. In addition, a majority of EU 
citizens (60%) think that robots should be banned in childcare and the care of elderly and 
disabled people. Similarly to this strong opposition, the participants indicated that they would 
not want a medial operation performed on them by a robot nor have their dog walked by a 
robot. Yet, substantial differences in attitudes towards robots between demographic groups 
exist. For example, men, younger people, and higher educated individuals are more positive. 
Due to advances in robotics (and in particular service robots) these attitudes towards robots 
might change over time. This change in attitudes is already visible when comparing the 2012 
survey with the Eurobarometer 427 conducted in 2015. In 2015, 29% of the contestants in the 
Eurobarometer 427 on Autonomous Systems 2015 (p. 3) would feel comfortable having a 
robot provide service to infirm people. In fact, the level of “total uncomfortable” decreased by 
9%. This implies a progressive societal advance in accepting robots in care applications. 

III. Ethical Guidelines 

Ethical guidelines are not legally binding. Yet, in a field that is still in stark development such 
as robotics, ethical guidelines help to create a flexible framework that does not hinder 
innovation while addressing pressing issues at an early stage. The European Parliament has 
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acknowledged the importance of ethical guidelines at this stage of the robotics (Draft Report 
2015/2103(INL)). In this draft report, the European Parliament sets out guidelines for 
developers of robots which are rooted in the respect of basic human rights. 

Not only policymakers have pondered upon ethical guidelines. The literature on this topic is 
rich. Asaro (2006, p. 9) for instance shows that when talk about ethics in robotics, we should 
distinguish three types or areas of ethics: “the ethical systems built into robots, the ethics of 
people who design and use robots, and the ethics of how people treat robots.” He makes a 
point that ethicists and policy makers should be concerned with all three areas. In other 
words, they should think about how to encourage ethical robots, ethical engineers, and ethical 
end users. We encourage thinking about all three perspectives but discuss common ethical 
approaches mostly in terms of ethical robots.  

An ethical system built into robots means deliberating on the ethical framework of reference. 
Early on, science-fiction writer Isaac Asimov elaborated upon such guidelines for robots. His 
famous four laws of robots are: 

0) A robot may not injure a human being or, through inactivity, allow a human being to come 
to harm. 

1) A robot must obey the orders given to it by human beings, except where such orders 
would conflict with the first law.  

2) A robot must protect its own existence as long as such protection does not conflict with 
the First or second law.  

3) A robot may not injure humanity, or, through inaction, allow humanity to come to harm. 

However, in a complex environment with smart devices (Internet of Things) as well as robots 
connected with each other, such basic laws are not sufficient and too vague. Therefore, other 
ethical frameworks have been looked at (see Gips, 2011).  

● Consequentialist theories consider the consequences of actions and recommend the 
actions with the best outcomes. They follow a utilitarian view where the goal is to 
maximize Σpiwi, where pi is the pleasure arising from the action for each individual i and 
wi is the weight assigned for each individual i (cf. Lutz & Tamò, 2015, p. X with further 
references). In this line of thinking, robots should maximize the benefits or pleasures 
emerging from their actions and minimize the harms or pain for human beings. Such 
robots are difficult to program and aggregating pleasures and pains for whole groups 
and societies can lead to “collateral damage” and violations of ethical principles on the 
individual level. The moral machine project nicely illustrates some of the ethical 
dilemmas with self-driving cars (http://moralmachine.mit.edu/). The dilemmas show how 
consequentialist theories might be hard to implement in real-world scenarios.    
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● Deontological theories evaluate actions in themselves and not in terms of their 
consequences. Actions are judged by their imminent morality or immorality. (cf. Lutz & 
Tamò, 2015, p. X with further references). In this line of thinking, robots would have to 
follow strict moral principles, no matter the outcome. Asimov’s laws are examples for a 
deontological approach. Extending human laws to robots (e.g., a robot shall not steal) 
would also be a deontological approach.  

● AI approaches take an explorative stance and want to investigate and develop suitable 
ethical principles on-the-go, i.e., while concretely developing and investigating 
technological solutions (cf. Lutz & Tamò, 2015, p. X with further references). In this line 
of thinking, robots could constantly be made more ethical if real life dilemmas and tricky 
ethical questions surface.  

● Further relevant approaches addressing the “ethical engineers” rather than the “ethical 
robots” aspect (Asaro, 2006) include the embedded values paradigm (Nissenbaum, 
1998; Brey, 2010 for a good overview), value-sensitive design (Friedman, 1996), the five 
pitfalls to avoid when designing for privacy-friendly technology (Lederer, Hong, Dey, & 
Landay, 2004), ethical design in the Internet of Things (Baldini, Botterman, Neisse, & 
Tallacchini, 2016) and checklists (Wright and De Hert 2014). These approaches have in 
common that they challenge the view of technology as a neutral entity. Instead, they 
argue that designers and engineers have a responsibility to think about the ethical 
implications of their choices, for example in encoding decision rules and algorithms (Van 

Wynsberghe, 2013). Thus, they call for awareness and consideration of ethical aspects 
from the beginning on.   

IV. General Regulation of Robots  

Robot technology is primarily governed by industrial standards. Novel service robot standards 
focus on physical Human-Robot Interaction (HRI) hazards by stipulating safety requirements 
on several design factors such as robot shape, robot motion, energy supply and storage or 
incorrect autonomous decisions. Current robot technology capabilities nonetheless go beyond 
mere physical HRI. In fact, the robot can put at risk other spheres of the users’ rights without 
causing them actual physical harm. 

These standards are technical norms that do not have an intrinsic normative value. They are 
considered soft law. Soft legislation provides good alternatives for dealing with many 
international issues that are new, specific and complex, especially when States cannot foresee 
the consequences of a legal document. Standards are flexible, seen as a tool of compromise, 
and sometimes the basis of legal corpuses such as the Machinery Directive 2006/42/EC or the 
Medical Device Directive 93/42/EEC. 
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Simply stated legislation (or “hard law”) stands for legally binding obligations that are typically 
specified in regulations. Contrary to soft-law (e.g., ethical guidelines, self-regulation), hard law 
enhances among other the capacity for enforcement (i.e., allowing allegations and defenses 
to be tested under accepted standards and procedures when a violation is found), constraints 
self-serving auto-interpretation, and establishes fixed consequences for violations (and also 
provides “proportional countermeasures” where other remedies are unavailable). 
Furthermore, hard-law provides a comprehensive coverage of the protected rights of citizens. 
This will be further discussed in the following sections. 
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V. Legal Statutes & Terminologies 

a) Selected Ethical Guidelines 

Guidelines Short notes Link 

ACM 
Guidelines 

24 imperatives formulated as 
statements of personal 
responsibility 

https://www.acm.org/about-
acm/acm-code-of-ethics-and-
professional-conduct  

BS 
8611:2016 

 

Robots and robotic devices. 
Guide to the ethical design 
and application of robots and 
robotic systems 

http://shop.bsigroup.com/ProductD
etail?pid=000000000030320089  

Code of 
Ethics for 
the 
Human-
Robot  

Code written by Riek and 
Howard, 2014 

http://robots.law.miami.edu/2014/w
p-content/uploads/2014/03/a-code-
of-ethics-for-the-human-robot-
interaction-profession-riek-
howard.pdf  

 

Some definitions from the ACM Code of Ethics (direct quotes) 

As an ACM member I will ....  

1.1 Contribute to society and human 
well-being. 

This principle concerning the quality of life of all 
people affirms an obligation to protect 
fundamental human rights and to respect the 
diversity of all cultures. An essential aim of 
computing professionals is to minimize 
negative consequences of computing systems, 
including threats to health and safety. When 
designing or implementing systems, computing 
professionals must attempt to ensure that the 
products of their efforts will be used in socially 
responsible ways, will meet social needs, and 
will avoid harmful effects to health and welfare. 

1.2 Avoid harm to others. To minimize the possibility of indirectly harming 
others, computing professionals must minimize 
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malfunctions by following generally accepted 
standards for system design and testing. 
Furthermore, it is often necessary to assess 
the social consequences of systems to project 
the likelihood of any serious harm to others. If 
system features are misrepresented to users, 
coworkers, or supervisors, the individual 
computing professional is responsible for any 
resulting injury. 

1.3 Be honest and trustworthy. 

 

Honesty is an essential component of trust. 
Without trust an organization cannot function 
effectively. The honest computing professional 
will not make deliberately false or deceptive 
claims about a system or system design, but 
will instead provide full disclosure of all 
pertinent system limitations and problems. 

1.4 Be fair and take action not to 
discriminate. 

The values of equality, tolerance, respect for 
others, and the principles of equal justice 
govern this imperative. Discrimination on the 
basis of race, sex, religion, age, disability, 
national origin, or other such factors is an 
explicit violation of ACM policy and will not be 
tolerated. 

1.5 Honor property rights including 
copyrights and patent. 

 

Violation of copyrights, patents, trade secrets 
and the terms of license agreements is 
prohibited by law in most circumstances. Even 
when software is not so protected, such 
violations are contrary to professional behavior. 
Copies of software should be made only with 
proper authorization. Unauthorized duplication 
of materials must not be condoned. 

1.6 Give proper credit for intellectual 
property. 

 

Computing professionals are obligated to 
protect the integrity of intellectual property. 
Specifically, one must not take credit for other's 
ideas or work, even in cases where the work 
has not been explicitly protected by copyright, 
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patent, etc. 

1.7 Respect the privacy of others. Computing and communication technology 
enables the collection and exchange of 
personal information on a scale unprecedented 
in the history of civilization. Thus there is 
increased potential for violating the privacy of 
individuals and groups. It is the responsibility of 
professionals to maintain the privacy and 
integrity of data describing individuals. This 
includes taking precautions to ensure the 
accuracy of data, as well as protecting it from 
unauthorized access or accidental disclosure 
to inappropriate individuals. Furthermore, 
procedures must be established to allow 
individuals to review their records and correct 
inaccuracies. 

1.8 Honor confidentiality. The principle of honesty extends to issues of 
confidentiality of information whenever one has 
made an explicit promise to honor 
confidentiality or, implicitly, when private 
information not directly related to the 
performance of one's duties becomes 
available. The ethical concern is to respect all 
obligations of confidentiality to employers, 
clients, and users unless discharged from such 
obligations by requirements of the law or other 
principles of this Code. 

 

Some definitions from the Draft Report 2015/2103 (INL) 

Ethical Principles Notes that the potential for empowerment 
through the use of robotics is nuanced by a 
set of tensions or risks relating to human 
safety, privacy, integrity, dignity, autonomy 
and data ownership 
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 Points out that the guiding ethical 
framework should be based on the 
principles of beneficence, non-maleficence 
and autonomy, as well as on the principles 
enshrined in the EU Charter of 
Fundamental Rights, such as human 
dignity and human rights, equality, justice 
and equity, non-discrimination and non-
stigmatisation, autonomy and individual 
responsibility, informed consent, privacy 
and social responsibility, and on existing 
ethical practices and codes 

Maximising benefit and 
minimising harm 

Researchers should seek to maximise the 
benefits of their work at all stages, from 
inception through to dissemination. Harm 
to research participants/human subject/an 
experiment, trial, or study participant or 
subject must be avoided. Where risks arise 
as an unavoidable and integral element of 
the research, robust risk assessment and 
management protocols should be 
developed and complied with. Normally, 
the risk of harm should be no greater than 
that encountered in ordinary life, i.e. people 
should not be exposed to risks greater than 
or additional to those to which they are 
exposed in their normal lifestyles. The 
operation of a robotics system should 
always be based on a thorough risk 
assessment process, which should be 
informed by the precautionary and 
proportionality principles. 

Charter on Robotics Special emphasis should be placed on the 
research and development phases of the 
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relevant technological trajectory (design 
process, ethics review, audit controls, etc.). 
It should aim to address the need for 
compliance by researchers, practitioners, 
users and designers with ethical standards, 
but also introduce a procedure for devising 
a way to resolve the relevant ethical 
dilemmas and to allow these systems to 
function in an ethically responsible manner 

Principles Independence: The ethics review process 
should be independent of the research 
itself. This principle highlights the need to 
avoid conflicts of interest between 
researchers and those reviewing the ethics 
protocol, and between reviewers and 
organisational governance structures. 

 Competence: The ethics review process 
should be conducted by reviewers with 
appropriate expertise, taking into account 
the need for careful consideration of the 
range of membership and ethics-specific 
training of RECs. 

 Transparency and accountability: The 
review process should be accountable and 
open to scrutiny. RECs need to recognise 
their responsibilities and to be 
appropriately located within organisational 
structures that give transparency to the 
REC operation and procedures to maintain 
and review standards. 
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b) Selected Privacy Regulations 

Regulation Short notes Link 

Convention 
of Human 
Rights 

Binds states only, see Article 8 in 
particular 

http://www.echr.coe.int/Doc
uments/Convention_ENG.p
df  

Regulation 
2016/679 

Data Protection Legislation; Binds all EU 
member states directly 

http://ec.europa.eu/justice/d
ata-
protection/reform/files/regul
ation_oj_en.pdf 

Convention 
108 

Convention for the Protection of 
Individuals with regard to Automatic 
Processing of Personal Data 

https://rm.coe.int/CoERMPu
blicCommonSearchService
s/DisplayDCTMContent?do
cumentId=0900001680078b
37  

 

Some definitions from the Regulation 2016/679 (direct quotes) 

Article 2 Material 
scope 

1.This Regulation applies to the processing of personal data wholly 
or partly by automated means and to the processing other than by 
automated means of personal data which form part of a filing system 
or are intended to form part of a filing system. 

Article 5 Principles 
relating to 
processing of 
personal data 

1.Personal data shall be:  

(a) processed lawfully, fairly and in a transparent manner in relation 
to the data subject (‘lawfulness, fairness and transparency’);  

(b) collected for specified, explicit and legitimate purposes and not 
further processed in a manner that is incompatible with those 
purposes; further processing for archiving purposes in the public 
interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to 
be incompatible with the initial purposes (‘purpose limitation’);  

(c) adequate, relevant and limited to what is necessary in relation to 
the purposes for which they are processed (‘data minimisation’);  

(d) accurate and, where necessary, kept up to date; every 
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reasonable step must be taken to ensure that personal data that are 
inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay (‘accuracy’); 

(e) kept in a form which permits identification of data subjects for no 
longer than is necessary for the purposes for which the personal data 
are processed; personal data may be stored for longer periods 
insofar as the personal data will be processed solely for archiving 
purposes in the public interest, scientific or historical research 
purposes or statistical purposes in accordance with Article 89(1) 
subject to implementation of the appropriate technical and 
organisational measures required by this Regulation in order to 
safeguard the rights and freedoms of the data subject (‘storage 
limitation’);  

(f) processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures (‘integrity and 
confidentiality’). 

 2.The controller shall be responsible for, and be able to demonstrate 
compliance with, paragraph 1 (‘accountability’). 

Article 7 Conditions 
for consent 

1.Where processing is based on consent, the controller shall be able 
to demonstrate that the data subject has consented to processing of 
his or her personal data.  

2.If the data subject's consent is given in the context of a written 
declaration which also concerns other matters, the request for 
consent shall be presented in a manner which is clearly 
distinguishable from the other matters, in an intelligible and easily 
accessible form, using clear and plain language. Any part of such a 
declaration which constitutes an infringement of this Regulation shall 
not be binding.  

3.The data subject shall have the right to withdraw his or her consent 
at any time. The withdrawal of consent shall not affect the lawfulness 
of processing based on consent before its withdrawal. Prior to giving 
consent, the data subject shall be informed thereof. It shall be as 
easy to withdraw as to give consent. 

Article 8 Conditions 1.Where point (a) of Article 6(1) applies, in relation to the offer of 
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applicable to child's 
consent in relation 
to information 
society services 

information society services directly to a child, the processing of the 
personal data of a child shall be lawful where the child is at least 16 
years old. Where the child is below the age of 16 years, such 
processing shall be lawful only if and to the extent that consent is 
given or authorised by the holder of parental responsibility over the 
child. 

Article 9 
Processing of 
special categories 
of personal data 

1.Processing of personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union 
membership, and the processing of genetic data, biometric data for 
the purpose of uniquely identifying a natural person, data concerning 
health or data concerning a natural person's sex life or sexual 
orientation shall be prohibited. 

2.Paragraph 1 shall not apply if one of the following applies: (a) the 
data subject has given explicit consent to the processing of those 
personal data for one or more specified purposes, except where 
Union or Member State law provide that the prohibition referred to in 
paragraph 1 may not be lifted by the data subject; 

Article 13 
Information to be 
provided where 
personal data are 
collected from the 
data subject 

1.Where personal data relating to a data subject are collected from 
the data subject, the controller shall, at the time when personal data 
are obtained, provide the data subject with all of the following 
information:  

(a) the identity and the contact details of the controller and, where 
applicable, of the controller's representative;  

(b) the contact details of the data protection officer, where applicable;  

(c) the purposes of the processing for which the personal data are 
intended as well as the legal basis for the processing; 

(e) the recipients or categories of recipients of the personal data, if 
any;  

Article 15 Right of 
access by the data 
subject 

1.The data subject shall have the right to obtain from the controller 
confirmation as to whether or not personal data concerning him or 
her are being processed, and, where that is the case, access to the 
personal data and the following information:  

(a) the purposes of the processing;  

(b) the categories of personal data concerned;  
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(c) the recipients or categories of recipient to whom the personal 
data have been or will be disclosed, in particular recipients in third 
countries or international organisations;  

(d) where possible, the envisaged period for which the personal data 
will be stored, or, if not possible, the criteria used to determine that 
period;  

(e) the existence of the right to request from the controller 
rectification or erasure of personal data or restriction of processing of 
personal data concerning the data subject or to object to such 
processing;  

(f) the right to lodge a complaint with a supervisory authority; 

Article 17 Right to 
erasure (‘right to be 
forgotten’) 

1.The data subject shall have the right to obtain from the controller 
the erasure of personal data concerning him or her without undue 
delay and the controller shall have the obligation to erase personal 
data without undue delay where one of the following grounds applies: 

(a) the personal data are no longer necessary in relation to the 
purposes for which they were collected or otherwise processed;   

(b) the data subject withdraws consent on which the processing is 
based according to point (a) of Article 6(1), or point (a) of Article 9(2), 
and where there is no other legal ground for the processing;  

(c) the data subject objects to the processing pursuant to Article 
21(1) and there are no overriding legitimate grounds for the 
processing, or the data subject objects to the processing pursuant to 
Article 21(2);  

(d) the personal data have been unlawfully processed;  

(e) the personal data have to be erased for compliance with a legal 
obligation in Union or Member State law to which the controller is 
subject; 

Article 21 Right to 
object 

1.The data subject shall have the right to object, on grounds relating 
to his or her particular situation, at any time to processing of personal 
data concerning him or her which is based on point (e) or (f) of Article 
6(1), including profiling based on those provisions. The controller 
shall no longer process the personal data unless the controller 
demonstrates compelling legitimate grounds for the processing which 
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override the interests, rights and freedoms of the data subject or for 
the establishment, exercise or defence of legal claims. 

Article 22 
Automated 
individual decision-
making, including 
profiling 

 

1.The data subject shall have the right not to be subject to a decision 
based solely on automated processing, including profiling, which 
produces legal effects concerning him or her or similarly significantly 
affects him or her.  

2.Paragraph 1 shall not apply if the decision:  

(a) is necessary for entering into, or performance of, a contract 
between the data subject and a data controller;  

(b) is authorised by Union or Member State law to which the 
controller is subject and which also lays down suitable measures to 
safeguard the data subject's rights and freedoms and legitimate 
interests;  

or (c) is based on the data subject's explicit consent. 

Article 25 Data 
protection by 
design and by 
default 

1.Taking into account the state of the art, the cost of implementation 
and the nature, scope, context and purposes of processing as well 
as the risks of varying likelihood and severity for rights and freedoms 
of natural persons posed by the processing, the controller shall, both 
at the time of the determination of the means for processing and at 
the time of the processing itself, implement appropriate technical and 
organisational measures, such as pseudonymisation, which are 
designed to implement data-protection principles, such as data 
minimisation, in an effective manner and to integrate the necessary 
safeguards into the processing in order to meet the requirements of 
this Regulation and protect the rights of data subjects.  

2.The controller shall implement appropriate technical and 
organisational measures for ensuring that, by default, only personal 
data which are necessary for each specific purpose of the processing 
are processed. That obligation applies to the amount of personal 
data collected, the extent of their processing, the period of their 
storage and their accessibility. In particular, such measures shall 
ensure that by default personal data are not made accessible without 
the individual's intervention to an indefinite number of natural 
persons. 
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c) Selected Liability Regulations 

Regulation Short notes Link 

Council 
Directive 
85/374/EEC 

Rules on the approximation of the laws, 
regulations and administrative provisions of the 
Member States concerning liability for 
defective products. 

http://eur-
lex.europa.eu/legal-
content/EN/TXT/PDF/
?uri=CELEX:31985L0
374&from=en  

Draft Report 
2015/2103(IN
L) 

With recommendations to the Commission on 
Civil Law Rules on Robotics 

http://www.europarl.e
uropa.eu/sides/getDo
c.do?pubRef=-
//EP//NONSGML%2B
COMPARL%2BPE-
582.443%2B01%2BD
OC%2BPDF%2BV0//
EN 

 

Extracts from relevant corpuses 

Risk defense for 
product liability 
Article 7 (e) of 
the European 
directive 
85/374/CE 

should be considered under on the approximation of the laws, 
regulations and administrative provisions of the Member States 
concerning liability for defective products, according to which: “The 
producer shall not be liable as a result of this Directive if he proves (...) 
that the state of scientific and technical knowledge at the time when he 
put the product into circulation was not such as to enable the existence 
of the defect to be discovered” 

Draft Report 
2015/2103(INL) - 
Accountability 

Robotics engineers should remain accountable for the social, 
environmental and human health impacts that robotics may impose on 
present and future generations. 

Draft Report 
2015/2103(INL) - 
Civil law liability 

 

Any chosen legal solution applied to robots' liability in cases other than 
those of damage to property should in no way restrict the type or the 
extent of the damages which may be recovered, nor should it limit the 
forms of compensation which may be offered to the aggrieved party on 
the sole grounds that damage is caused by a non-human agent. 

The future legislative instrument should provide for the application as a 
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rule of strict liability to damage caused by 'smart robots', requiring only 
proof of a causal link between the harmful behaviour of the robot and 
the damage suffered by the injured party. 

An obligatory insurance scheme, which could be based on the 
obligation of the producer to take out insurance for the autonomous 
robots it produces, should be established. 

The insurance system should be supplemented by a fund in order to 
ensure that damages can be compensated for in cases where no 
insurance cover exists. 

 

Definitions 

Responsibility, 
Accountability 
and Liability 

The Black's Law Dictionary defines responsibility as the “obligation to 
answer for an act done, and to repair any injury it may have caused”. 
This definition refers to the state of having a duty to deal with something 
or someone, like a mother for her child. Dworkin argues that it is to act 
with due diligence and that non-compliance could lead the society to 
claim for consequences.  

When this responsibility is a legal requirement, that is to say when 
someone is bound or obliged by the law (in other words, legal 
responsibility), this is called liability.  

Accountability on its side is defined by Oxford Dictionary as “required 
or expected to justify actions or decisions” and normally refers to the 
party that “must report its activities and take responsibility for them”. As 
the Black’s Law Dictionary goes, this is to keep the party honest and 
responsible.  

Professor Koll summarizes this threesome in a very simple manner: 
“accountability follows responsibility, whereas accountability aims at 
establishing liability”. As she points out, however, liability and 
accountability are not synonymous with responsibility (Kool 2014) 

Reasonable 
Care 

Black's Law Dictionary defines it as the degree of care shown by a 
person who is responsible and trustworthy. Another dictionary says that 
it is the degree of caution and concern for the safety of himself/herself 
and others an ordinarily prudent and rational person would use in the 
circumstances. This is a subjective test of determining if a person is 
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negligent, meaning he/she did not exercise reasonable care. 

Responsibility 
Gap 

(…) because certain artificial agents learn as they operate, those who 
designed or deployed those agents may not be able to control or even 
predict what their agents will do. As these agents become increasingly 
more autonomous, the argument goes, no humans will be responsible 
for their behavior (Johnson 2014) 

Res Ipsa 
Loquitur  

Translated “the thing speaks for itself”. A rebuttable presumption or 
inference that the defendant was negligent, which arises upon proof 
that the instrumentality or condition causing the injury was in the 
defendant's exclusive control and that the accident was one that 
ordinarily does not occur in the absence of negligence. Res ipsa 
loquitur is one form of circumstantial evidence that permits a 
reasonable person to surmise that the most Probable Cause of an 
accident was the defendant's negligence. This concept was first 
advanced in 1863 in a case in which a barrel of flour rolled out of a 
warehouse window and fell upon a passing pedestrian. Res ipsa 
loquitur was the reasonable conclusion because, under the 
circumstances, the defendant was probably culpable since no other 
explanation was likely. The concept was rapidly applied to cases 
involving injuries to passengers caused by carriers, such as railroads, 
which were required to prove they had not been negligent. Res ipsa 
loquitur, as it is in the early 2000s applied by nearly all of the 50 states, 
deals with the sufficiency of circumstantial evidence and, as in some 
states, affects the Burden of Proof in negligence cases. 

Elements: 

1. Inference of Negligence The plaintiff's injury must be of a 
type that does not ordinarily occur unless someone has 
been negligent 

2. Exclusive Control by the Defendant The plaintiff's injury or 
damage must have been caused by an instrumentality or 
condition that was within the exclusive control of the 
defendant 

3. Freedom from Contributory Negligence The event in 
question must not have been attributable to any cause for 
which the plaintiff is responsible 
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Precaution Depending on the degree of uncertainty, complexity and ambiguity, 
there are initiatives that promote the use of a risk analysis according to 
the precautionary principle, that is, to be prudent. In such a way is how 
the European Parliament reacted. Not only encouraged the designers 
to analyze the predictability of a human-robot system by considering 
uncertainty in interpretation and action and possible robotic or human 
failure, but also when referring to the impossibility to eliminate a risk, 
the precautionary and the proportional principles should apply (Draft 
Report 2015/2103(INL)). 
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Materials 

European Parliament, Draft Report with recommendations to the Commission on Civil Law Rules 
on Robotics (2015/2103(INL)) 

Patent US 8996429 B1, Methods and systems for robot personality development  

Special Eurobarometer 382 on Public Attituted towards Robots 2012 

Special Eurobarometer 427 on Autonomous Systems 2015 


